
My Portal Privacy Policy
SCM GROUP S.p.A.

This section of the Website collects some of its Users’ Personal Data. 
This document can be printed using the print command in the settings on any browser. 

1.  The Data Controller  is  SCM Group S.p.a.,  Tax Code and VAT no. 00126480409, based in 
Rimini - 47921, Via Emilia 77, with e-mail address  privacy@scmgroup.com, in the figure of the 
pro  tempore legal  representative,  to  whom  the  person  in  question  can  contact  for  further 
information about this advisory notice.

1.1 SCM  Group  is  a  group  of  businesses  whose  definition,  according  to  the  applicable  regulatory 
framework in this field, partially differs from that of a corporate group from a technical, commercial 
stand point, including: «the group of companies made up of a "parent company" – which controls the  
personal data of companies connected to them – and of its subsidiaries, where the parent company 
should be the one exercising a dominating influence over the subsidiaries by virtue of, for example,  
properties,  financial  stakes  or  company  regulations  or  the  power  to  apply  regulations  concerning 
personal data protection» (Recital 37 and art. 4, § 1, no. 19) GDPR. 

1.2 Ownership  of  the  Portal  described  here  should  be  intended  as  pertaining  to  the  Parent  Company 
identified as SCM Group S.p.A. 

1.3 Its use is granted to the Group’s legal entities, to be understood as “A Group of businesses”.

2.  The  Processor  pursuant to art.  28 of the GDPR is Extera Srl via O. Scavino no. 4 - 47891 
Rovereta (RSM), tel. 0549 941976 (intl. +378 941976) for requests about data processing and the 
rights of the person in question, please send an email to privacy@extera.com. The requests will be  
processed within no more than 30 days in compliance with art. 15 and subsequent amendments of 
the GDPR 679/2016. Should the volume of requests be so high that more time is required, it will be 
the Controller who informs the Applicant. 
The Data Protection Officer (DPO) for Extera Srl is Pc Fast San Marino Consulenze srl  email 
sara@sanmarinoconsulenze.sm. 

3.  The Representative at the European Union, pursuant to art. 27 of the GDPR 679/2016 on 
behalf of Extera Srl is the lawyer, Mr Gennaro Maria Amoruso, Via Principe Umberto, 27 00185 
Rome, e-mail: gennaromariaamoruso@ordineavvocatiroma.org. 

4. Category of parties in question and source of personal data

The personal data at the heart of this processing can be traced back to all the Users who interact 
with the My Portal activities.

5. Categories of personal data

The paragraph below sets out which categories of personal data will be processed.

The  law defines  "personal  data"  as  any information  concerning a  physical  person who is 
identified or can be identified. 
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The Processing1 at the centre of this advisory notice shall concern the following categories of 
personal data of the individual in question - also covering particular categories if necessary 2 - 
which shall be freely provided and gathered directly from those in question:

 personal data
 identification and contact data (illustrative list, but not limited to: telephone number, VAT 
number,  company  name,  address,  fax  number,  province,  e-mail,  profession,  bank  details, 
cookies, usage data and geographical location).

The Personal Data can, as previously mentioned, be freely supplied by the User or, in the case of 
Usage Data, automatically gathered when using this Website. Unless otherwise specified, all the 
Data requested by this Website is compulsory. 
If the User refuses to provide it, it may be impossible for this Website to provide the Service. 
If this Website indicates certain data as optional, the Users are free to abstain from communicating  
this Data, without this having any effect on the Service’s availability or on how it functions. The 
Users  who  may  have  doubts  about  which  data  is  compulsory,  are  encouraged  to  contact  the 
Controller.
Any use of  Cookies -  or  of  other tracking tools  -  by this  Website  or  Controller  of  third-party 
services used by this Website, where otherwise not specified, aims to provide the Service requested 
by the User, as well as further aims described in this document and the Cookie Policy, if available. 
The User takes on the responsibility of the Personal Data obtained of third parties, published or 
shared through this  Website  and guarantees they have the right  to communicate or  transmit  it, 
releasing the Controller from any responsibility towards third parties. 

6. Processing procedure 
The Controller  adopts  the  necessary  safety  measures  aimed at  preventing  unauthorised  access, 
transmission, change or destruction of Personal Data. Processing is done using IT and/or telematic 
tools with organisational procedures and logic strictly connected to the given end purposes. As well 
as the Controller, in some cases, other individuals could have access to the Data who are involved 
in organising this Website (admin., sales, marketing, legal system staff or system administrators), 
that is, external figures (like suppliers of third-party services, postal couriers, hosting providers, IT 
companies,  communications  agencies)  also  appointed  by  the  Controller,  if  necessary,  as  Data 
Processors. 
The updated list of those in charge can always be requested from the Controller. 

7. Purposes of Processing the Data Collected 
The User’s Data is collected to allow the Controller:

- to provide the Service;
- fulfil legal obligations;

1
 As set out in art. 4, comma one, no. 2 E.U. Regulation no. 679/2016: any operation or group of operations carried out with or  

without the assistance of automated processes and applied to personal data or sets of personal data, like the collecting, recording, 
organisation, structuring, storage, adaptation or change, extraction, consultation, use, communication via transmission, distribution or 
any other form of provision, comparison, interconnection, limitation, deletion or destruction.
2 The following falls into this category: data capable of identifying ethnic or racial origin, religious, philosophical or other kinds of  
beliefs, political opinions, membership of parties, trade unions, associations or organisations of a religious, philosophical, political or 
unionist nature, as well as personal data capable of identifying sexual tendencies, legal data, data concerning health matters, genetics  
and biometric data.
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- meet executive demands or actions;
- protect their own rights and interests (or those of the Users or third parties);
- identify any fraudulent or malicious activities;
- contact the User for the management of addresses and the sending of e-mail messages;
-heat mapping;
- interactions based on position, Statistics and Visualisation of external platform content;

In order to obtain detailed information about the purposes of the data processing and processed 
personal data for each purpose, the User can consult the section on “Details about Personal Data  
processing”. 

8. Legal grounds for processing 
The Controller deals with the User’s Personal Data if one of the following conditions arises: 

- processing will  only occur on the grounds of permission granted during registration for 
marketing purposes;

- processing  is  essential  for  the  implementation  of  a  contract  with  the  User  and/or 
implementation of pre-contractual measures; 

- processing is required to fulfil a legal obligation to which the Controller is subject to; 
- lastly and secondarily, processing may be required for the pursuit of the Controller or third 

party’s legitimate interest.

Note: in some judicial systems, the Controller may be authorised to process Personal Data without  
the User’s permission or another of the legal grounds specified below, until  the User does not 
oppose (“opt-out”) this processing. This is not, however, applicable if the Personal Data processing 
is governed by European legislation on the subject of Personal Data protection;
It is,  however, always possible to ask the Controller to clarify the solid legal grounds for each  
processing and, in particular, specify if the treatment has any legal grounds, set out in a contract or 
essential for concluding a contract. 

9. Place of Processing
The Data is processed at the Controller’s operating headquarters and in any other place where the 
parties involved in the processing are located. 
For further information please contact the Controller. 

10. Transfer of Personal Data
The User’s Personal Data could be transferred to a different country from where the User is based. 
In order to obtain further information regarding the place of processing, the User can consult the  
relative section on Personal Data processing details. 
The User has the right to obtain information concerning the legal grounds for transfer of the Data 
outside the European Union or to an international organisation of public international law or made 
up of two or more countries, as well as be made aware of the safety measures adopted by the 
Controller to protect the Data. The User can verify if one of the transfers just described has taken  
place, by examining the section in this document about the details of Personal Data processing or 
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ask  the  Controller  for  information  by  contacting  them  using  the  contact  details  given  in  the 
introduction.

11. Transfer of data to Non-EU countries: the Data can be transferred to non-EU countries for the 
sole purpose given above and in full compliance with the processing procedures described.
Extera Srl is based in a Non-EU country as indicated in the website’s records. In order to protect the 
right which the European Union considers fundamental, it is essential that the data collected within 
Europe  is  transferred  to  international  organisations  or  non-EU countries  in  line  with  the  tight 
regulations established in Chapter V of the Regulations: the transfer needs to be done in compliance 
with the principles at the heart of a correct processing and in the presence of sufficient and adequate 
guarantees to protect all those concerned. 
The Controller can regard themselves as authorised to process the data taken from the Republic of  
San  Marino  in  full  compliance  with  the  law on  “Protection  of  individuals  with  regard  to  the 
processing of personal data” of 21 December 2018, no. 171, therein applicable and the obligations  
described in the attachments to this document. Standard Contractual Clauses, approved with the 
Enforcement Proceedings from the European Commission 2021/915 of 4 June 2021.
The Controller guarantees, in compliance with art. 46 and 49 of EU Regulation 2016/679, that any 
transfer by third parties residing in non-EU countries will take place in compliance with these rules  
and only of data belonging to users who have given their explicit consent to such a transfer and will  
be processed in such a way as to guarantee adequate safety in line with the principles of integrity 
and privacy. 
It will always be possible to withdraw this consensus as per art. 13 of the GDPR. 
Controller’s e-mail address: privacy@scmgroup.com.

12.  Portability:  in  compliance  with  art.  20  of  the  GDPR  679/2016  Extera  Srl,  appointed  as 
Processor pursuant to article 28 of the previously mentioned GDPR, guarantees the portability of 
the data, where technically possible. 

13. Conservation period 
The Data is processed and stored for the time needed to satisfy the purposes it was collected for. As 
a result: 

The Personal Data collected for purposes linked to the implementation of a contract between 
Controller and User will be kept until the implementation of said contract has been completed or 11 
years after its termination.

The Personal Data gathered for marketing purposes shall be kept for a period of 2 years and 
then permanently deleted.

Secondarily, the Personal Data collected for the legitimate interest of the Controller shall be 
kept until said interest has been met. 
The User can obtain further information on the legitimate interest pursued by the Controller in the  
sections of this document and by contacting the Controller. 
The Controller may be obliged to keep the Personal Data for a longer period in compliance with a  
legal obligation or if instructed to do so by the authorities. 
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At the end of the conservation period, the Personal Data will be deleted. As a result, at the end of  
that period, the right to access, deletion, adjustment and the right of portability of the Data shall no 
longer be valid. 

14. Details on Personal Data Processing 
The Personal Data is collected for the following purposes and by using the following services: 
Contact the User
Contact form (This site) 
By providing one’s data in the contact form, the User authorises its use to satisfy requests for  
information, an estimate, or anything else indicated at the top of on the form. 
Processed  Personal  Data:  surname,  e-mail,  address,  name,  fax  number,  phone  number,  VAT 
number, province, company name, different kinds of Data in accordance with the specifications in 
the service privacy policy. 

Mailing list or Newsletter (This Site) 
By signing up to a mailing list or newsletter, the User’s e-mail address is automatically included in  
a list of contacts to whom the email messages could be sent, containing information, including of a 
commercial or promotional nature, of relevance to this Website. The User’s e-mail address may also 
be added to this list following registration on this Website or after making a purchase. 
Processed Personal Data: surname, e-mail, name and profession. 

Address management and sending of e-mail messages 
This kind of service allows you to manage an e-mail contacts database, phone contacts or any other 
kind of contact, used to communicate with the User. These services could also allow for data to be 
gathered  on  the  date  and  time  the  messages  were  viewed by  the  User,  as  well  as  the  User’s  
interaction with them, such as information on clicks to links found in the messages. 

LeadBi 
LeadBi is an address management and sending of e-mail messages service provided by LeadBI srl - 
Via Martiri VI Ottobre 48 - 66034 Lanciano (Italy) VAT number 02678360690. 
Processed Personal Data: e-mail, Place of Processing: Italy 

Heat mapping 
Heat Mapping services are used to identify those areas on a page where the cursor passes over or 
where the mouse is clicked in order to detect which ones attract more interest. These services allow 
traffic data to be monitored and analysed and help keep track of the User’s behaviour. 

Crazy Egg (Crazyegg) 
Crazy Egg is a heat mapping service provided by Crazy Egg, Inc. Processed Personal Data: Cookie; 
Usage data. 
Place of processing: USA – Privacy Policy. 

Interaction based on the position: Non-continuous geo-location (This Website) 
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This Website can gather, use and share Data about the User’s geographical position, in order to 
provide services based on the position itself. Most of the browsers and devices provide pre-defined 
tools to block geo-tracking. Should the User have expressly authorise this option, this Website can 
receive  information  about  their  actual  whereabouts.  The  User's  geo-location  is  not  continuous, 
based on a specific request made by the User or when the User doesn’t indicate their whereabouts in 
the specific field and allows the application to automatically pick up their location. 
Processed Personal Data: geographical position. 

Statistics 
These services contained in this section allow the Controller to monitor and analyse the traffic data 
and help keep track of the User’s behaviour. 

Google Analytics (Google Inc.) 
Google  Analytics  is  a  web analysis  service  provided by Google  Inc.  (“Google”).  Google  uses  
Personal  Data  gathered  for  the  purpose  of  tracking  and  examining  the  use  of  this  Website, 
compiling reports and sharing them with other services developed by Google. Google could use the 
Personal Data to contextualise and personalise the adverts on its own advertising network. 
Processed Personal Data: Cookie; Usage data. 
Place of processing: USA – Privacy Policy – Opt Out. 

Viewing content from external platforms 
This kind of service allows content hosted on external platforms to be viewed directly from the 
pages in this Website and to interact with it. If a service of this kind is installed, it is possible that,  
even if  Users are not using the service,  it  still  collects traffic data about the pages where it  is 
installed. 

Google Fonts (Google Inc.) 
Google Fonts is a service of character style display managed by Google LLC or Google Ireland 
Limited, depending on the position in which this Website is used, which allows this Website to 
integrate this content into their pages. 
Processed Personal Data: Usage data, various kinds of Data depending on what is specified in the 
service’s privacy policy. 
Place of processing: USA – Privacy Policy. Subject compliant with the Privacy Shield. 

Widget Google Maps (Google Inc.) 
Google Maps is  a map viewing service provided by Google Inc.  which allows this Website to 
integrate this content into its own pages. 
Processed Personal Data: Cookie; Usage data. 
Place of processing: USA – Privacy Policy. 

Widget Video YouTube (Google Inc.) 
YouTube is a video content viewing service provided by Google Inc. which allows this Website to 
integrate this content into its own pages. 
Processed Personal Data: Cookie; Usage data. 
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Place of processing: USA – Privacy Policy. 

Interested party's rights

The following points describe the rights which you could exercise, as the individual in question, in 
relation  to  the  processing  of  your  personal  data:  you  have  the  right  at  any  time  to  obtain  
confirmation of the existence or not of personal details which regard you, even if they are not yet  
registered, and their communication in intelligible format; you also have the right to obtain 

information regarding:

a) the origin of the personal data; 

b) processing purposes and methods;

c) the logic applied in the case of data processing done with the aid of electronic means; 

d) the  identification details  of  the  Controller,  those  in  charge and the  appointed representative 
pursuant to article 5, paragraph two; 

e) individuals or categories of individuals to whom the personal data may be sent or who may 
become aware of the data due to their position as appointed representative in the country area, 
persons in charge or authorised people;

you also have the right to:

a) obtain an update, rectification or, when necessary, integration of the data; 

b) obtain  the  deletion,  transformation  into  anonymous  status  or  blocking  of  processed  data  in 
violation of the law, including the data that does not need to be kept for the purposes it was gathered 
or subsequently processed for;

c) obtain a certificate proving that the operations in letters  a) and  b) have been brought to the 
attention, including the content, of those to whom the data was sent or distributed, except in the case 
where  such  compliance  is  impossible  or  involves  the  use  of  means  which  are  clearly 
disproportionate compared to the protected right;

 d) in  the  presence of  conditions  specifically  foreseen under  law,  to  receive  the  personal  data  
concerning them in a structured format,  of common and legible use from an automatic device,  
supplied to a Controller and you have the right to send such data to another Controller without  
impediment from the Controller to whom you provided the data, including via direct transmission 
(so called right to data portability); 

e) bring a complaint before the Italian Data Protection Authorities in Rome; 

f) lastly, you have the right to oppose in part or in whole: a) for legitimate reasons, the processing of 
personal data concerning you; even if relevant to the purpose of its collection; b) to the processing 
of personal data which concerns you for the purposes of sending advertising or direct sales material  
or the completion of market research or sales communication.

These rights can be exercised by contacting the Data Controller,  writing to the e-mail address: 
privacy@scmgroup.com.

Details on the right to oppose 
When the Personal Data is processed in the public interest, in the exercise of public powers given to 
the Controller or to pursue a legitimate interest of the Handler, the Users have the right to oppose 
the processing for reasons linked to their particular situation. 
The Users should know that, if their Data is processed for direct marketing purposes, they can 
oppose the processing without providing any reason. In order to find out if the Controller processes 
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data  for  direct  marketing  purposes,  the  Users  can  refer  to  the  corresponding  sections  in  this 
document. 

How to exercise one’s rights 
In order to exercise the User’s rights, the Users can send a request to the Controller’s contact details  
given in this document. The requests are registered free of charge and dealt with by the Controller  
as quickly as possible, and in any case, within a month. 
Cookie Policy
This Website uses Cookies and other Identifiers. The User can consult the Cookie Policy to find out 
more. 
Further information on legal defence processing 
The User’s Personal Data can be used by the Controller in Court or at the preparatory stages to their 
introduction to a defence against misuse by the User of this Website or related Services. The User  
declares that they are aware the Controller may be obliged to reveal the Data under instruction from 
public authorities. 
Specific advisory notice 
On request  from the User,  in addition to the information contained in this  privacy policy,  this  
Website could provide the User with additional and contextual advisory notices concerning specific 
Services, or the gathering and processing of Personal Data. 
System log and maintenance 
For requirements linked to functioning and maintenance, this Website and any third-party services 
used by it could gather systems logs, or rather, files which record the interactions and may contain 
Personal Data such as the User’s IP address. 
Information not contained in this policy 
Further information in relation to the Personal Data processing may be requested at any time from 
the Controller using their contact details. 
Answer to the “Do Not Track” requests
This Website  does not  support  “Do Not Track” requests.  To find out  if  any of  the third-party 
services used support them, the User should consult the corresponding privacy policies. 

Changes to this privacy policy 
The Controller reserves the right to make changes to this privacy policy at any time, informing the 
Users on this page and, if possible, on this Website, as well as, if technically and legally viable,  
sending a notification to Users via one of contact details in their possession. Please regularly consult 
this page, referring to the date on which the last change shown at the bottom was made. 
Should the changes interest processing whose legal base is consensus, the Controllerwill arrange to 
once again collect the User’s consensus, if required.

Legal definitions and references 
Personal Data (or Data) 
Represents  a  personal  piece  of  data  or  any  information  which,  directly  or  indirectly,  even  in 
connection with any other information, including a personal ID number, identifies a physical person 
or makes them identifiable. 
Usage Data 
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This  is  information  automatically  collected  via  this  Portal  (even  from  third-party  applications 
integrated into this Portal), including: IP addresses or the domain names of computers used by the 
User which connects with this Portal, addresses in URI (Uniform Resource Identifier) annotation, 
the time of the request,  the method used to send the request  to the server,  the size of the file 
obtained  in  response,  the  numerical  code  indicating  the  status  of  the  reply  from  the  server  
(successful, error, etc.), the country of origin, the specifications of the browser and operating system 
used by the visitor, the various time features of the visit (for example, the time spent on each page) 
and the details concerning the itinerary followed on the Application, with particular reference to the 
order  in  which the  pages  were  consulted,  parameters  concerning the  operating system and the 
User’s IT environment. 
User 
The individual who uses this Portal which, unless otherwise specified, coincides with the Person in 
Question. 
Person in Question 
The physical person referred to in the Personal Data. 
Data Processor (or Processor) 
The physical, legal person, the public administration and any other body that handles personal data 
for the Handler, in accordance with what is set out in this privacy policy. 
The Data Controller (or Controller) 
The physical or legal person, the public authorities, the service or other body which, individually or 
collectively with others, determines the purposes and means of the personal data processing and the 
tools adopted, including the safety measures governing the functioning and fruition of this Website.
The  Controller,  within  the  given limits  of  the  services  provided via  the  Clients’  Portal,  is  the 
company SCM Group S.p.A.
This section of the Portal 
The hardware or software tool used to collect and process the Users’ Personal Data. 
Service 
The service provided by this Portal. 
European Union (or EU) 
Unless otherwise specified, any reference to the European Union in this document is intended as 
covering all the current member states of the European Union and European Economic Area. 
Cookie 
Small part of the data stored in the User’s device. 
Legal references 
This privacy notice is drafted on the basis of numerous legal systems, including articles 13 and 14 
of the Regulation (EU) 2016/679. If not otherwise specified, this privacy notice refers exclusively to 
this Portal.

Updated on 27/02/2025.
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